YS.

)npulsorily draw diagonal cross lines on the remaining blank

Important Note : 1. On completing your answers

50, v ¢ treated as malpractice.

| to evaluator and /or equations written eg, 42+8

2. Any revealing of identification, appea

USN
Time
1 a.
b.
2 'a
b.
3 a
b.
4 a
b.
5 a.
b.
6 a
b.

: 3 hrs.

Sixth Semester B.E.
Cryptography, Ne

Note: Answer any FJ
ONE full

VE full ;
N questj
question frop, eag:s

> ¢hoosjn
module,

Moduje-1

List and explain the various types of vulnerabiljs; _
Encrypt the plaintext ‘CRYPTOGRAPH Y |, Ies with ¢q

: Mmon
; using hjll e Cyber att
= (9 4] & il cipher technigye wit}?iks. (08 Marks)
s ) €Y matrix
(08 Ma,ks)
| OR
Distinguish between :
i) Confusion and diffusion ciphers
ii) Block cipher and stream ciphers.
With a neat schematic, explain the single round of Dgg
O A CnCryp“'G,, rmod (08 Mark
1 Mo Lf.", : S}

%

In a RSA system, it is givenpz 3,9=11,¢ = 5y

. g dM = ;
find message ‘m’ from decryption. M=s5 Find the Cipher text ¢

Define Hash function. Explain the Construction of generjc and also
neric ‘”YPtOgraphic Hash (08 Marks)
i (08 Marks)
_ OR
With a neat sketch, explain the process of compuyt;
algorithm. _ puting Hash function yg;
Explain the working of Diffie—Hellman key exchang Sing SHA _
2€ protoco] (08 Mayk
. s)
(08 Marys)
Module-3

What is digital certificate? Explain the X.509 digital '
Distinguish shared secret—based authenticatiop = Certificate format.

Asymmetric key— (08 Marks)
Cntication
(08 Marks)

based auth

OR
Assgme a cl-icnt ‘C’ wants to communicate With server ‘S’ 1c;
can it be achieved? D Using Kerberos
What is secure socket layer? Explain SSI, Handshakc prot > Protoco]. How
I'otoco] (08 Mayri
. S)
| 012 (08 Marks)
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Module-4
What is intrusion detection system (IDS)? Explain different types of IDS.

(06 Marks)
Explain how 802.11i provides message confidentiality and integrity. (06 Marks)
Explain the characteristics of virus and worm. (04 Marks)

OR
What is WS-security? Explain the various types of WS — security.
Explain the prevention and detection methods on DDOS attack.
List and explain any two technologies used for web services.

(06 Marks)
(06 Marks)
(04 Marks)

Module-5

List and explain the objectives and scope of IT Act. (08 Marks)
Explain the process of issuing digital signature certificate and revocation of digital signature

certificate by a certifying authority. (08 Marks)

OR
‘xplain the various offences and punishments on cyber crime.

Expl =l (08 Marks)
Explain the process of attribution, acknowledgment and dispatch of electronic records.

(08 Marks)

* 3k ok sk ok

20f2



